abstract: In this work we introduce a new method of cryptography based on the matrices over a finite field Fq, were q is a power of a prime number p. The first time we construct the matrix M = A 1 A 2 0 A 3 were A 1 , A 2 and A 3 are matrices of order n with coefficients in Fq and 0 is the zero matrix of order n. We prove that
Introduction
Cryptography, the science of encrypting and deciphering messages written in secret codes, has played a vital role in securing information since ancient times. In classical cryptography, the Hill cipher is a polygraphic substitution cipher based on linear algebra. Invented by Lester S. Hill in 1929 (see [4] and [5] ), it was the first polygraphic cipher in which it was practical (though barely) to operate on more than three symbols at once. The following discussion assumes an elementary knowledge of matrices, not to mention cryptography based on elliptic curves, for more details see the following references [1] , [2] and [3] . The article entitledEncryption Schemes based on Hadamard Matrices with Circulant Cores-Christos Koukouvinos and Dimitris E. Simos propose in [6] two encryption schemes based on Hadamard matrices with one and two circulant cores. This article describes an activity built around one of the techniques that illustrates an application of Submitted December 14, 2016. Published April 10, 2017 matrices. A cipher's strength is determined by the computational power needed to break it. The computational complexity of an algorithm is measured by two variables: T for time complexity which specifies how the running time depends on the size of the input, and S for space complexity or memory requirement. Both T and S are commonly expressed as functions of n, when n is the size of the input. Generally, the computational complexity of an algorithm is expressed in what is called " big O " notation; the order of magnitude of the computational complexity. We use O-notation to give an upper bound on a function, to within a constant factor [7] . O-notation For a given function g(n) we denote by O(g(n)) the set of functions
We give a necessary brief definition for an encryption scheme. (ii) An encryption algorithm, which takes an element m ∈ M and an encryption key k ∈ K and outputs an element c ∈ C defined as c = E k (m).
(iii) A decryption function, which takes an element c ∈ C and a decryption key
The matrices M B (X, Y )
In this section, we present the theoretical concept for our encryption scheme by using the Block matrix M B (X, Y ) in the following form: M B (X, Y ) = X B 0 Y where B, X, Y are three square matrices of same order.
Proof. It is obvious that
then our Lemma is true for l = 1.
We assume the recurrence hypothesis:
and we prove that:
We have
Thus the relation is true for l + 1. The principe of recurrence allows to conclude.✷ Notation 1. Let m, n ∈ N * . We denote:
where A and C are two matrices of order equal to X and Y . Proof. we have :
If AX = XA and CY = Y C, then M m,n = M n,m .
Encryption Schemes using Matrices
We will be divide this section into five sub-sections; by constructing an encryption scheme using the matrix M B (X, Y ). The first is devoted to the exchange of keys between the traditional entities Alice and Bob based on the constructed matrices, in the second we prove the security of this protocol, in the third and fourth sub-section we construct a cryptosystem based on matrices and which is homomorphic, we end with a numerical example whose calculations are done by the Maple software.
Key exchange protocol
Alice and Bob agree on public prime number p and B is a square matrix with coefficients in the finite field F q , were q is a power of p. Alice choose a private keys: l ∈ N * , the matrix A ∈ M(F q ) and publish the set E A determined by the matrices of same order than A which between them do all commute such that the zero-matrix and the unit matrix are not in E A . In turn, Bob choose a private keys: k ∈ N * , the matrix Y ∈ M(F q ) and publish the set E Y determined by the matrices of same order than Y which between them do all commute such that the zero-matrix and the unit matrix are not in E Y . Alice choose an other private key: C ∈ E Y . 
Security of this protocol
The set E A and the matrix B are public. If another person wants to compute the secret key K, it must solve the following equation:
whose unknowns the matrices A, C and the natural number l.
Proposition 3.2. If B be a matrix of order n, then the complexity to calculate the key K is O(n lk ).
Proof. The encryption scheme using a matrix B of order n, will use a key K of size O(n), as described previously in section 2. Since
, we have the complexity to calculate the key K is O(n lk ). ✷
Encryption of message
Let K be a secret key exchanged by Alice and Bob. If K is not invertible or equal unit matrix, then we return to the key exchange protocol. Else let m is the message that Alice wants to send to Bob, m is the matrix of the same order as K.
Lemma 3.3. Let m 1 , m 2 be two messages and for all invertible key not equal to unit matrix; K, we have:
Proof. We have:
and
This encryption message is Homomorphic encryption that allows computations to be carried out on ciphertext, thus generating an encrypted result which, when decrypted, matches the result of operations performed on the plaintext.
Decryption of message
When Bob receives the encrypted message c sent by Alice, it uses a decryption function to decrypt it. This function noted d K is defined as follows:
The security of this homomorphic Cryptosystem is based on the difficulty in computing the key K.
Numerical example
Alice and Bob agree on public prime number p = q, where
and the matrix
where
Alice choose a private keys: l = 320, the matrix 
